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1 OpenPGP fiij />

1 OpenPGP {& 4Tt

WUET B4R

OpenPGP & — /Ml % 4 Uh AR HE(RFC4880), | 32 M T-HE N . vy .
OpenPGP i3 Z A~ AT E R ML 528, €13 PGP (Pretty Good Privacy) , GnuPG
(GNU Privacy Guard)%5. 1 GnuPG CL#i A8 2 Linux, Windows &£ F-F-& L, 41K
Z A Linux RATHCA#A RS T2 T A

OpenPGP 3 & — MAL B T bt . 5 HA BT 2 44 bR 32 B X ) E T 28347
i AR KA, HEMERTFEISRE ., SR WSO AT .
KB T ZFIAE T H: PGPVerify, GnuPG, GpgdWin, HH' PGPVerify,
GpgdWin, X T windows Z4t561E, GnuPG T Linux fSGIE. 74
GnUPG 5% GpgdWin HEATIGIE, 7EJCTAIREE #2225 X R AN B A O AT A R AR
N w) AR fE] 5 58I T 5 PGP Verify #4756

TEAFIRIERAE RGPS T AT UEFIAHRL TH 58 OpenPGP 2544 U5k, A MR T
o

THA BIERG | TEME

GNUPG (The Linux GNnuPG & —Z & 3 IR GNU L H, SZI T H
GNU Privacy RFC4880 5 X [1) OpenPGP Hrif. 45 k£ % Linux
Guard) RATIRHS E 1%

B 5P http://www.gnupg.org
GpgdWin (GNU | Windows | GnuPG ) 77 Windows hitA, #& IrIZh REFAAE FH J7

Privacy Guard S
for Windows)

B 7 PG hitp://www.gpg4win.org/

PGPVerify Windows | PGPVerify & — 44 1) PGP fiif 3k L H. o
T EH

http://support.huawei.com/carrier/digitalSignatureAction
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AR

1. “KEYS.txt” 324 OpenPGP % HHK BN 2048 B i A4 3. “KEYS4096.txt” 3L
475 OpenPGP % 41K £ 4096 I 1) A 4H A

2. “KEYS4096.txt” #HEL T “KEYS.txt”, ZEAKEG AN, S48 R KEHREET
AR N, At Tt e .

Wi8H: A Huawei Support EFMMWARE LAELER BRI, HILEMEK “KEYS”
A4 A “KEYS. txt”, ¥ “KEYS4096” T4z N “KEYS4096. txt”.
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GnuPG (Linux)

N T BB A A A R X 2% i R B A A e 6 i AT HE B A e B i S
PR IR, AESRIE AT R, 200 A R se B AT IR, 1 AR

Bt
= =
3.1 BFRER

®  GnuPG (GNU Privacy Guard) »&—K 2% JE GNU T B, % T Hnrx} SUSE
Linux #1F 24t T 1 OpenPGP 2544 AT RS 56: «

o BIEEEL MR X NIFBAER —HR T, — MR R M58
T, A4 ST R 77 il 5 L PR B A R R AR TR B Ao

o AU MHEEIE “asc”, MEABI T AR CAATAERE, B 044 FR
& “V100R001CO04.zip” B, XIS LA/ “V100R001C04.zip.asc”s

3.2 IR Y

3.2.1 GnuPG &%

7 K 2B Linux RATRCAHER TS T GnuPG T H.. 7E shell %\ gpg --version 4>,
REHFHMERER, NRHCOE L,

signsrv:~ # gpg --version

gpg (GnuPG) 2.0.9

Copyright (C) 2008 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg
Supported algorithms:
Pubkey: RSA, ELG, DSA
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3 GnuPG (Linux)

Cipher: 3DES, CAST5, BLOWFISH, AES, AES192, AES256, TWOFISH
Hash: MD5, SHAl, RIPEMD160, SHA256, SHA384, SHA512, SHA224
Compression: Uncompressed, ZIP, ZLIB, BZIP2

Used libraries: gcrypt(1.4.5)

signsrv:~ #

AR 2T RGURA %k, T LLE] GnuPG BB J5 Mk (http://www.gnupg.org/), 1% %4
shfE G, e,

3.2.2 SRERAEAS

M Support 3REX

e  Support F# Mk
http://support.huawei.com/carrier/digitalSignatureAction
TIPS S, AT RE R N 3OO . AR AR e oR, 1T “English”, V)3
BRIESCUUTH, ikl 3-1 fos. MR TFEUEHE4EE, SRISCE4 N
“KEYS.txt” B¢ “KEYS4096.txt” HISCRI A A SIS

[&]3-1 Support &bt TIE
& Huawer : [+)
NALR - "R ] P33 )

Brs&naEna

L3 ) waum LA

e  Support-E F#HiE
http://support.huawei.com/enterprise/zh/tool/software-digital-signature-validation-
tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054
FIHME S, ATReR s SOl . R TR ERCRIR, WEHREA E AR E
EFEIE, VI I, Wik 3-2 . BRSSO R T
M. 48 “KEYS.txt” B¢ “KEYS4096.txt” [ 3CAFEI N A S
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OpenPGP
A A% 3 GnuPG (Linux)

[&]3-2 Support-E &t simE

e Huawer =

Lrpeds b e

ENFURN WECeLE  QNES  EBoAaM

o 2y AR R HH
-
http://app.huawei.com/tkb/#!tservice/common/base/digit.html?resourceld=146681
- R
http://app.huawei.com/tkb/#!tservice/common/base/digit.html?resourceld=146680
AR IRIT

FER1 MRISTE, EFESTIPR RAE T IRt . P& 4T R ht a3 50 .

[B13-3 L&imANRAEE T I

e | & |
3] 9] 1
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#1822 Hidi “Download” , % OpenPGP fIIGIEHEFT .
LOAMR, (HRFT PG, TUmRes, R E s S Ul .
$£IE3 iR N 45 ) OpenPGP 361iF 45 7 15 4 1 .

TG OpenPGP KEFE e & 5471, “KEYS.txt” Bk “KEYS4096.txt” SCAEHI YA
CIp L

s

M2 ERBR 552353 X
BB Vi ARG AL, https://zimmermann.mayfirst.org

FUHE o~ 25 B 3-4 Fw

13-4 AHARRSSERHILTIE

zimmarmann. mayfrst.org

You can find a key by typing in some words that appear in the userid (name,
email, ete.) of the key vou're looking for, or by typing in the keyid in hex format
("0x...")

—Search for a public key

Stnng I OpenPGP signature key for b —I
Show PGP Fingerprints q

Show SKS full-key hashes

Get regular mdex of matching keys

Get verbose index of matching keys .

Retrieve ascii-armored Keys

Retrieve keys by full-key hash

)
Resat | Searchfor akey |

£ String FOHE %\ “ OpenPGP signature key for Huawei software”, 45 ity “Search
forakey” & AHHES

[E3-5 AHARRSERIERLER

Search results for 'software signature openpgp key huawei for'

Type bits/keyID Cr. time exp time key expir

pub 4096R/6LDE4LEE 20159-06-15

uid COpenPGP signature key for Huawei software (created on 15th Jun,2019) <supportfhuawedi.com:
Zig =ig3 GLADE4ASE 2019-06-15 [=elfsig]

pub Z045R/27AT4524 2013-12-30

uid OpenPGP signature key for Huawei software (created on 30th Dec,2013) <supportihuawedi.com:
sig sSig3 27474824 2013-12-30 [selfsig]

S0 R ANHE R LA ID “27TAT48427 , TV E 2RI A EE, WK 3-6 Fr
™ (IR AR E N 4096, NIXHR 1D S 6ADE4A56)
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[E3-6 FTEAAER

Public Key Server -- Get "0x99ad81df27a74824

EEGIN FGP FURLIC KEY BLOCGK——
Vermion: XS L L6
Compent : Hostrame: zismernarn, asyfiret, org

AENSFLEP jsBCAC1QyX qecenl adGuRoPHpS rBO Tr YeNOuf SF 1T el 4o 20 gQuAS] JILT SObdG
R0 sLuline y¥ of VR VHrpa S Ty cYPn/ 3VE t UWMa2 7z VSHr K0 Tam 3z 2r Tew0dT zakpgwthw
RzaustDPWES o QaCEOG LN Mo+ FRYd jnt ¥ rubSKeCT 2 hE Y2/ T 1 4rG6 WP reb JQGoLBNC
20817 1 HIVSIxHrB 89 6YpcRE 4 J T aVERK Sei@@ G 2301 DofBgwrl 91 calini ToPx 2WYRut JJRSS
Hh I TVE£vd T4t Boak ) OxE/ cF 76 IFPr INIFXSpRQIA 24 kS TU0UF g |/ B ke v MI 52 fAEED
AN OVUBWIWERR 1A ge 21nbalF 0dXT 116t 1o SBab 31 ¢ SHYMA 2V 1 ENvInR SYRT 11Ch jeaVhd( Vi
IGSuITMwiGg gRGY JLDIwM THPIDx zd¥Bwd 37 0QGh 1 YR d 1255 1o 2041 QE SBEMBAZAND Sw 14T
AhsDBg=JCADAZYVC AL ICgsIF g IBAM BAhe A A TE Tnt g d3rp OgkOGQ IATTEdFLYG v) e 158
IRk THe yCaql ch G oX 1uGHQGHp EO0KRP INBg &5 INFunOwcOO VqBArX £0 LLQpBSYL a5 cTOHE L
+PqZilkedxd. InThow/G/GHIH T IHNaaT 1k al Cz 848 csQUUnFVEZDTKBAF 9a9Md2 | dT s gzEah
ypozdI M saddJe )T YT5L/ DSV PES eJOQ 1 ) SRQpxbInid e gK 1 ZUB 14DC 28+ 12 30 c3 1 +¥8r
yYC4g 1gMoRWEY 1S lval togpKl eb S SVEarJ KD TR al kY Caks Mol yS Oy S2ubRESWN xw3To
01X Qe T1 WG KBQR O LF e IO U VRE B yy TA=

=027

SE3 B APEEE N E AT, REN “KEYStxt” X CIHRAFIKEE Ny 4096, T{#
1M “KEYS4096.txt” L)

-

A3 P 6 S A AR B R TR AR 55 4%

1
HIE2 GNP, Hd “/home/openpgplkeys” A “KEYS.txt” FRFEMIERAE, iF
B SEPRER AR .

BEN KEYS. txt APCAFFER H 3, $AT a4
# gpg --import "/home/openpgp/keys/KEYS.txt"
FiB AR openPCPE K E N4096, AP IEBFKEYS4096. txt.

2048 K ) OpenPGP key 7R :

gpg: key 27A74824: public key "OpenPGP signature key for Huaweil software (created
on 30th Dec,2013) <support@huawei.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

4096 K JZ ] OpenPGP key Z7R:

gpg: key 6ADE4A56: public key "OpenPGP signature key for Huawei software (created
on 15th Jun,2019) <support@huawei.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)
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=
A =

G449 “—import” import AT A BAARAL,

FE3 PUTIN IS EH AP ZAEER.
# gpg --fingerprint
WERFFRE R TER, RS,
2048 K FE ) OpenPGP key {7 :

pub 2048R/27A74824 2013-12-30
Key fingerprint = B100 OAC3 8C41 525A 19BD CO087 99AD 81DF 27A7 4824
uid OpenPGP signature key for Huawei software (created on 30th Dec,2013)

support@huawei.com
4096 K1) OpenPGP key 27K :

pub  4096R/6ADE4A56 2019-06-15
Key fingerprint = E128 5E9D 7E7F ODBO A659 48AF FAAA T7A2E 6ADE 4A56
uid OpenPGP signature key for Huawei software (created on 15th Jun,2019)

<support@huawei.com>

==
A pa =\

& AT “—fingerprint”  fingerprint AT A A AEAT

e

3.2.4 TG IE %A
B WEEHI T, OpenPGP AHIAVEMEFR ZMRIE AFHI ID. 4840, vid FEE5KMA
AR FARGEAT EEERIE . AR G HTX 4R AT OpenPGP ARG E W1 F -
2048 K FE ) OpenPGP key 2 4H

o N ID: 27A74824

o NEAFRZI(Key fingerprint): B100 0AC3 8C41 525A 19BD C087 99AD 81DF 27A7
4824

e /7 ID(uid): OpenPGP signature key for Huawei software (created on 30th Dec,2013)
support@huawei.com

4096 K FZ 1) OpenPGP key /A1

SRR 04 (2020-02-29) HENEGEZEE BTG © 14
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OpenPGP
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e /A ID: 6ADE4A56

o A\HIRLI(Key fingerprint): E128 5E9D 7E7F 0DB0 A659 48AF FAAA 7A2E 6ADE
4A56

e ) ID(uid): OpenPGP signature key for Huawei software (created on 15th Jun,2019)
<support@huawei.com>

BSETR A, W DARHZ A B B S -

B2 PUTI T AL BE AARE L0
# gpg --edit-key " OpenPGP signature key for Huawei software (created on
30th Dec,2013) " trust

HE4096KEfopenPGP key A HIEER S
#gpg --edit-key " OpenPGP signature key for Huawei software (created on
15th Jun,2019) " trust

B won R ™ E R, HAHEE S EF TR, “Your decision?” JEHiA “57,
F7~ “Itrust ultimately”; “Do you really want to set this key to ultimate trust? (y/N)” &%
)\ “y”o

gpg (GnuPG) 2.0.9; Copyright (C) 2008 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

gpg: checking the trustdb

gpg: 3 marginal (s) needed, 1 complete(s) needed, PGP trust model

gpg: depth: 0 wvalid: 1 signed: 0 trust: 0-, Og, On, Om, Of, lu

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: ultimate

[ultimate] (1). OpenPGP signature key for Huawei software (created on 30th

Dec,2013) <support@huawei.com>

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: ultimate

[ultimate] (1). OpenPGP signature key for Huawei software (created on 30th

Dec,2013) <support@huawei.com>

Please decide how far you trust this user to correctly verify other users' keys
(by looking at passports, checking fingerprints from different sources, etc.)

don't know or won't say
do NOT trust

trust fully

I
I
= I trust marginally
I
I trust ultimately

3 0 s~ W NP
I

= back to the main menu

Your decision? 5

Do you really want to set this key to ultimate trust? (y/N) ¥

SRR 04 (2020-02-29) HENEGEZEE BTG © 15
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3 GnuPG (Linux)

3.3 IGIEE

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: CS
trust: ultimate validity: unknown

[ unknown] (1). OpenPGP signature key for Huawei software (created on 30th

Dec,2013) <support@huawei.com>

Please note that the shown key validity is not necessarily correct

unless you restart the program.

=
A =

A drd “edit” edit AT A B AMEAL,

PATU R A 2B H

quit

R

B A2 A A S AL AE [F)— B8 4% T . “/home/openpgp/soft” & %5 42 S4BT LE 1 B8 4%,
SO EPREE . PATI IS4 .

# gpg --verify "/home/openpgp/soft/V100R001C041.zip.asc"

W ARAEH 2048 1 key 2544, HHESEBINTMEE.

gpg: Signature made Thu Jan 9 15:29:06 2014 CST using RSA key ID 27A74824

gpg: Good signature from "OpenPGP signature key for Huawei software (created on 30th
Dec,2013) <support@huawei.com>"H Ak AR 73 27A74824, It HAR/RF T
WARNING fit7~ {5 BN, R BIIELE 4 e AT %4

U5 4096 ) OpenPGP key %54, HirHiZRln FEE .
pg: Signature made Mon Dec 30 12:16:07 2019 CST using RSA key ID 6ADE4A56

gpg: Good signature from "OpenPGP signature key for Huawei software (created on 15th
Jun,2019) <support@huawei.com>"J ¥ {45y 6ADE4AS6, H HAg~H
WARNING #7515 B, R IR 44 R R AT A 884
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3 GnuPG (Linux)

==
A =

o ENRABESANAEBZELIIEG AT, RA LA L4IIEL FAH PASS BF, %5k
AT RZA, o RiEL R 44 WARNING & FAIL, M & TRiEkiBid, 4AE%2A%,
AR A 3-1 P AEENM R,

o AT d “--verify” verify AT H B AMEAT,

HRBARA IR ]

< 3-1 ZRUIFERFIbTR G
B4R | WM EREEG FEEER | IBEIW
=
K ANl gpg: Signature made Thu Jan 9 15:29:06 PASS NA
o, BHRE 2014 CST using RSA key ID 27A74824
gpg: Good signature from “OpenPGP
signature key for Huawei software
(created on 30th Dec, 2013)
{support@huawei. com>”
5 A2 B E S T gpg: Signature made Thu Jan 9 15:29:06 FAIL HHNEH
2014 CST using RSA key ID 27A74824 e
Y2 e
gpg: BAD signature from “OpenPGP SR AR i
signature key for Huawei software HA
(created on 30th Dec, 2013)
{support@huawei. com>”
EARIAH gpg: Signature made Thu Jan 9 15:20:01 FATL B NERA
2014 CST using RSA key ID 27A74824 B, W 3k
N
gpg: Can’t check signature: public key BRI
not found
Gz oan il gpg: Signature made Thu Jan 9 15:29:06 WARNING ik KeyID
i, HEAH 2014 CST using RSA key ID 27A74824 N 27TAT4824
M i K . ” PeRi S
é%¥§ﬁ§ﬁiéijj gpg: Good signature from “OpenPGP ﬁ%’ {ﬂ;g?j
sefElE signature key for Huawei software z;%?t%%ijﬂ
(created on 30th Dec, 2013) EETE;\)b:
{support@huawei. com>” EAAZ
gpg: WARNING: This key is not certified
with a trusted signature!
egpg: There is no indication that
the signature belongs to the owner
Primary key fingerprint: B100 0AC3 8C41
525A 19BD C087 99AD 81DF 27A7 4824
A BIXT L) gpg: no signed data FAIL HH THHE
i gpg: can’ t hash datafile: No data tf}(ffﬂi%?
B 57
PN
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OpenPGP

A AR 3 GnuPG (Linux)
WEER7 | WM EREEG FELER | BN
=
AR gpg: Signature made 04/24/13 10:50:29 CST | FAIL Tk

using RSA key ID 133B64E5 24 W H bR
gpg: Expired signature from ” OpenPGP Iﬁ:%%ﬂ%
signature test key <support@huawei.com>” }%’M””%D
gpg: Signature expired 04/25/13 10:50:29
CST
25 44 U IE I gpg: Signature made 06/13/13 11:14:49 CST | WARNING TEEEHA
i, {HZEA4H | using RSA key ID 133B64E5 AT T
LS gpg: Good signature from ” OpenPGP ggﬂﬁa*’\r
signature test key <{support@huawei.com>” Iﬁ:g‘%jﬁ%
. AR
gpg: WARNING: This key has been revoked A
by its owner!
gpg: This could mean that the
signature is forged.
gpg: reason for revocation: Key is no
longer used
gpg: revocation comment:
FEXHHAT] | T WARNING FERERE
o B #2844 3 0 9 P 2
Gs 4
B R ik
FA
SRR AR 04 (2020-02-29) ERHEFENREFE WEUTE © 18

HRBARA IR ]



OpenPGP
A WIE YR 4 Gpg4Wwin (Windows)

GpgdWin (Windows)

N T W5 B A A A R R 2% JiR DR A A i iR AT HE I AN SE B i S
PRI IR, AESRICE AT R, 20 A R e B AT I, R 1 AR
BAF A REH &

= —
41 5=ER

®  GpgdWin (GNU Privacy Guard for Windows) & —# % 5t FF A GNU T H, %1
H % windows #:4E 248 [ OpenPGP 254 HEAT R, 5 GnuPG 1Y Zh g Al
T8, B 7 M http://lwww.gpg4win.org/.

o M SEAL MR W RIIFRAER —BHR T, AN R MR S
PFs 2544 ST R 3577 il 56 L PR R A [ B R A o

o XA MMELE “asc”, WAL T AR CALATAE, BI04 FR
7= “V100R001CO04.zip” I, XML S 44 78 “V100R001C04.zip.asc”s

4.2 AIRFRMH
4.2.1 GpgdWin &%

EERECAGUNNZ B s dr
S 1 Vil https://www.gpgdwin.org/download.html

FE2 i 4-1 PAAERRCH T EEERE (AT REROHTIURRAS A AR 7= Bl (1 3.1.11, {H72
TEEEEA S, RSP R 2 R B RIRAE R .

SRR 04 (2020-02-29) HENEGEZEE BTG © 19
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OpenPGP
B4 B TR R 4 Gpg4Win (Windows)

[El4-1 Gpgdwin T 1

Download

Gpgdwin 3.1.11 (Released: 2019-12-17)

fou can download the full version (including the Gpgdwin compendiom) of Gpgdwin 3.1.11 here:

Gpgdwin 3.1.11

Size: 27.6 MByte

OpenPGP signature (for gpodwin-3.1.11 exe)
SHAZSE: 156de9f3£50bh5ad4zhz07at67asdebehzdl0atast 732 1492904 6Seat Tdoe 7
Changelog

More Gpgqwin-3.1.11 doumloads

* Gpgdwin source code package:
gpodwin-3.1.11 tarbz2 (Size: 5.3 MByte)
OpenPGF signature
SHAZE6 checksurm:
15927al175d5abE02d36ai 5Tadeae7af 9895 65a5dfhhhfd49593ha300ce 456852

+ Allversions and CpenPGP signatures:
fileg. gpgdwin.org.

FE3 P 4-2 PLAEFRC LTS, A A 4-3 T ZHERRIC RHERE T 3

[El4-2 GpgdWin TEHHE 2

Please donate for Gpgdwin to support maintenance and development!
Pay what you waell = Thank youl

Donade wih fank transfer dotails:
PayPal Recenes Intevabion GanbH
IBAN DEZ3 2654 D070 D532 2006 (0
Btcon

BIC. COBADEFFIOX {Cammarzbank Oanabriack)
%7 Bank transiar Rederence "Gpgdwin doration”

Please cuntact s Il you need an imwasce {for maore than 100 -
EURAISO anly)

Afler makng transtes Downtoad Gpgdwin 31 1

SRR A 04 (2020-02-29) HREFIREELS RS © 20
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OpenPGP
B4 B TR R 4 Gpg4Win (Windows)

[£l4-3 GpgdWin &£ 3

Please donate for Gpgdwin to support maintenance and development!
Pay what you want! - Thank you!

Donste with Bank transfer details:

PayPal Recawar Irsevation GmbH

IBAN DEI3 3554 0070 0538 2005 DO

BiC: COBADEFFXY! (Commerzbank Osnabeick)
*' Bank transfer Reference: *Gpglwn donration”

Ditcain

Plusse cordact us if you need 30 invaice (for moree than 100,
EURMSD anly)

After making transfor] Download Gpadwan 3.1 11

HIE 4 Wik gpgdwin-3.1.11.exe, %2R T, BRI,

El4-4 GpgdWin RELSE

8 Gpgdwn Setup - X
Welcome to the installation of
Gpgawin

Gpgéwan Is an Installer package for Windows for EMad and

fie encrypbion using the core component GraPG for

Windows, Both relevart coyptograghy standards are

supported, OperPGP and SIMIME, Gogdwn ad the
software ncuded with Gogdwin i Free Software,

Chok Nexct bo contiree

Ths 1s Gpgévan verson 3.1.11
Releass date 2019-12-17

Coee> ] [ cocel

5 BHEN LM,

LTI, EmAATE OF, EARRTFIERIN %212 C:\Program Files
(x86)\GNU\GNUPG>(iX /M BRI\ 2235 512 x86_64 “F-& 122365 4%, 1F x86 “F-& F Bk
N PR AN C:\Program Files\GNU\GnuPG>), #i\ gpg.exe --version, 1% 52K
BUFHEER, FRHERI.

N
>

SRR A 04 (2020-02-29) BRNEHGRREGEE BRBTHE © 21
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OpenPGP
ZE A WETR

4 Gpg4Win (Windows)

[&l4-5 GpgdWin EHEISE

D:“Program Files <{x862“GnuPG*bin>gpy ——version

hpg (GnuPG> 2.2_19

libgcrypt 1.8.5

opyright <(C> 2819 Free Software Foundation. Inc.

icense GPLuv3+: GHU GPL version 3 or later <https:/sgnu.orgs/licensessgpl.html>

There is MO WARRANTY. to the extent permitted by law.

ome: GC:s/lUsers hux4?8755AppDatasRoaming/gnupy
Eupported algorithms:

Pubkey: RSA,. ELG. DSA,. ECDH,. ECDSA,. EDDSA

ipher: IDEA. 3DES. CASTS. BLOWFISH. AES. AES1%Z. AES256,. TWOFISH.
CAMELLIA128,. CAMELLIA192, CAMELLIAZSG

ash: §HA1. RIPEMDiGA. SHAZ56,. SHA3B4. EHAS12. SHA224

ompression: Uncompressed, ZIP, ZLIB. BZIP2

A4 “--version” version AT A B AMEA

R

4.2.2 SREVAHT

M Support 3XEX

Support T~ # ik

http://support.huawei.com/carrier/digitalSignatureAction

FIOFPMEGf5, AT RE R N h SOOI . AR TR ORI, W Hdy “English”, )4k
FRIESCIUTH, il 4-6 fios. MRS T s R R4 t, SRIRSCE4 8 “KEYS.xt”
B, “KEYS4096.txt” A EI A A

[&l4-6 Support &b TIE

& Huawer

nxen

BrssvaEna

L3 Raus L

Support-E T # ik
http://support.huawei.com/enterprise/en/tool/software-digital-signature-validation-
tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054

FITFMSE 5, AIRE s AT ST . R R B RIR, E A Bk A
B, IEFESSC LAY OSSR (R SRR BE SO R 3, S TR kot
SRS #ED, Bl 4-7 iR

SCR4RR AR 04 (2020-02-29) HENEGEZEE BTG © 22
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OpenPGP
B4 B TR R 4 Gpg4Win (Windows)

[&l4-7 Support-E kit 5imE

e Huawer =

S 5 e -

ENZFURL. WEceXs . RNES | EOAM

BT, 2B RICH T EIUH .. U4 “KEYS.txt” B8 “KEYS4096.txt”
1 SCAF RIS A S

o ZUmANNE R #E bk
-
http://app.huawei.com/tkb/#!tservice/common/base/digit.html?resourceld=146681
- EX
http://app.huawei.com/tkb/#!tservice/common/base/digit.html?resourceld=146680
FARRAE P RUT
LB WIEFE, GBI NIES M usiht. & 4-8 Fros e Tt f5 i 5L -

[El4-8 L&imAIRARE Tt 51w

e K3
4] o 1
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OpenPGP
A WIE YR 4 Gpg4Wwin (Windows)

#1822 Hidi “Download” , % OpenPGP fIIIEHEFT .
HOAPR, (HRFTFEERE, TUMMRES, BB EPE EA rE = 0l .
$3 i N UG I OpenPGP I6AIF 45 B s 4 41,

T #J5 i) OpenPGP K18 & B4, “KEYS.txt” B “KEYS4096.txt” SCAEEI N
S

TR

M ARR SRR IREL
HLB1 Uil APIIRS sl https://zimmermann.mayfirst.org
FHH R R RN 4-9 PR

[El4-9 A HARRSSERHILTIE

zimmearmann. mayfrst.org

You can find a key by typing in some words that appear in the userid (name,
email, ete.) of the key vou're looking for, or by typing in the keyid in hex format
("0x...")

—Search for a public key

Stnng I OpanPGP signature key for F I
Show PGP Fingerprints 1

Show SKS full-key hashes

Get regular ndex of matching keys

Get verbose index of matching keys .
Retrieve ascii-armored keys

Retrieve keys by full-key hash

>
Reset | Searchfor akey | —

7E String [IHE %\ “OpenPGP signature key for Huawei software”, 4R J& & “Search
forakey” & AHHES

E4-10 NEARRSFIERLER

Search results for 'software signature openpgp key huawei for'

Type bits/keyID cr. time eXp time key expir

pub  4096R/GADE4LSE 2019-06-15

uid CpenPSE signature key for Huawei software (created on 15th Jun,2019) <supportfhuawei.com:
=iy =Sig3 GADE4ASS Z019-06-15 [=elfsig]

pub  Z048R/Z7AT4524 2013-12-30

uid OpenPGP signature key for Huawei software (created on 30th Dec,2013) <supportfhuawei.com:>

=ig =ig3 27474524 2013-12-30 [=zelfsig]l
RYRRAS 04 (2020-02-29) HRNLHENREREE WA © 24
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OpenPGP
B4 B TR R 4 Gpg4Win (Windows)

B2 AR RAASE FIAGH ID “27TA748427 , TILIAE BB AESE, WA 4-11
Fhon (AR AR EE R 4096, NIXHR 1D SN 6ADE4A56)

E4-11 5EEENAER

Public Key Server -- Get ""0x99ad81df27a74824 "

Version: SKS 1.1.4+
Comment: Hostname: keyserver.gingerbear.net

QENBFLBPI sBCACTQyXqecsmla3GvROPHPITBIITIYeNOVISF1JeL4e30gQuAS1I3ILTSobdAG
HO0sLuRnryVeGVRVHzpmI hugSJIycYPn/ 3Vt URMR2 72VSHrKnOTem3 22 x ITeuCdizaKpgwe kw
Rzeuut DPWEGEPWRRAGECGLNCMY+ FRYdAImEVIubSKeCTz heY2/TIF4nGoVCP+ebiQGoLBMIC
209271 +UVSIXHNBES6YPCREKS+JTAVSKSnQELG23D1DoLBgwrl9icaNXnl TDPX2WYRuUTaURS6
HXh17VELv4T4t3BoakK)OxXE/cFT61 FPxDNIFXSpRQR3A84kS3UOUFgl/SNUBkev4MISiLABES
AAGOWUSWZWSQRIAGC21nbaF0dXJI1IGT 1eSBub3 IgSHVRA2VPIHNYZARSYXILIChjcmVhdGVk
IGOUIDMWAGGERGVILDIWMTMPIDX2dXBWE3J0QGR1IYXd1aS51b20+1QEIBBMBAGARBQUSWT 47
AnsDBgaJCACDAGYVCAISCgsDFgIBAN4BARAAROIEImEgdBnpOgkOGQIAIIKAFIMivIdx1Se
INXZHe3GaqToh9GQKIUEHQIHPSSOKRPINBGA 6 INFUUOWCOONGBAT X SGLLOPBSWLASCIOHTEL
+PQ2XkdxL3nZhnw/G/GHIHIT ) IHNamT1kalCz4B+BcaQOUnFVKZDIKBAF9a9Md21dIsgzEar
yqpozdiMKsed4Jc) 7gY7SL/DSWDAPELeJCQ1 I SROPXbDN4agKiZU314DC2E8+11230c31+WHr
YYC+QigMeRWKY1S1waltoqpXiebSb6VEaArJRDIXaLAkVIkCnBEAMNQe ySO0y92uBRSEWN1IXw3 7o
01gxXaQMvT17GkBR20OXLFHVIAUIUUZVXEEXyyTA=

=020T

S 3 K ANE RN E A, REN “KEYStxt” S0 CInR AHK BN 4096, NII{#
1M “KEYS4096.txt” 1)

-

423 ENLA

ST UEHE AP SRR ERS S, HHENGSITE .
S| WU A FALGILCME, Hob “CaUsers\” 2AHICH “KEYSt” BRIz,
B O SEPREEAE .
B3 N KEYS.txt AHAFERN H3, AT N4
gpg --import "C:\Users\KEYS.txt"
F5 40 1P M Open PGP K 4096, A MHEERIFKEYS4096. txt.
2048 K JE 1) OpenPGP key &K :

gpg: key 27A74824: public key "OpenPGP signature key for Huawel software (created
on 30th Dec,2013) <support@huawei.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

4096 K JZ ] OpenPGP key Z7R:

gpg: key 6ADE4A56: public key "OpenPGP signature key for Huawel software (created
on 15th Jun,2019) <support@huawei.com>" imported
gpg: Total number processed: 1

SRR A 04 (2020-02-29) BRNEHGRREGEE BRBTHE © 25
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OpenPGP
A WIE YR 4 Gpg4Wwin (Windows)

gpg: imported: 1 (RSA: 1)

==
A =

GrA~4TF “—-import” import AT 4 # AR AL,

T4 PATW N L BEE X IALR,
gpg --fingerprint
MRFERE RN TER, RRFARI.
2048 K £ 1) OpenPGP key {7k :

pub  2048R/27A74824 2013-12-30

Key fingerprint = B100 OAC3 8C41 525A 19BD CO087 99AD 81DF 27A7 4824
uid OpenPGP signature key for Huawei software (created on 30th Dec,2013)
support@huawei.com

4096 K Z ) OpenPGP key .71 :

pub  4096R/6ADE4A56 2019-06-15
Key fingerprint = E128 5E9D 7E7F ODBO A659 48AF FAAA T7A2E 6ADE 4A56
uid OpenPGP signature key for Huaweil software (created on 15th Jun,2019)

<support@huawei.com>

==
A =

G447 “-fingerprint” fingerprint &7 % # N4,

R

4.2.4 JWUENH

SB1 HEENLT, OpenPGP AMHIMNATEM TR EMRIE AHNT ID. F840. vid FEES5 KM A
I AR HAT BRI UE . A B AT AR AR ) OpenPGP AHE B MR -
2048 K FE ) OpenPGP key 2 4H
o N ID: 27A74824

o NEAFRZI(Key fingerprint): B100 0AC3 8C41 525A 19BD C087 99AD 81DF 27A7
4824
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HENFARG IR A A


mailto:support@huawei.com

OpenPGP
A WIE YR 4 Gpg4Wwin (Windows)

e ) ID(uid): OpenPGP signature key for Huawei software (created on 30th Dec,2013)
support@huawei.com

4096 K:JE ] OpenPGP key A%
o /N1 ID: 6ADE4A56

o A\HIRLI(Key fingerprint): E128 5E9D 7E7F 0DB0 A659 48AF FAAA 7A2E 6ADE
4A56

e ) ID(uid): OpenPGP signature key for Huawei software (created on 15th Jun,2019)
<support@huawei.com>

BSETowfE, A RAMHZ A BB E0.
B2 PATIN W E APIREAES
gpg --edit-key " OpenPGP signature key for Huawei software (created on

30th Dec,2013) " trust
HE4096KE HopenPGP key AHKIEIES T

gpg --edit-key " OpenPGP signature key for Huaweli software (created on

15th Jun,2019) " trust

BEFe A 5 S, H AR FEF TR, “Your decision?” JEHA “57,
F7~ “Itrust ultimately”; “Do you really want to set this key to ultimate trust? (y/N)” &%
)\ “y”o

gpg (GnuPG) 2.0.9; Copyright (C) 2008 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

gpg: checking the trustdb

gpg: 3 marginal (s) needed, 1 complete(s) needed, PGP trust model

gpg: depth: 0 wvalid: 1 signed: 0 trust: 0-, Og, On, Om, Of, 1lu

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: ultimate

[ultimate] (1). OpenPGP signature key for Huawei software (created on 30th

Dec,2013) <support@huawei.com>

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: ultimate
[ultimate] (1). OpenPGP signature key for Huawei software (created on 30th

Dec,2013) <support@huawei.com>

Please decide how far you trust this user to correctly verify other users' keys

(by looking at passports, checking fingerprints from different sources, etc.)

don't know or won't say
do NOT trust

trust fully

I
I
= I trust marginally
I
I trust ultimately

3 o088 W N R
I

= back to the main menu
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OpenPGP
A WIE YR 4 Gpg4Wwin (Windows)

Your decision? 5

Do you really want to set this key to ultimate trust? (y/N) ¥

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: CS
trust: ultimate validity: unknown
[ unknown] (1). OpenPGP signature key for Huawei software (created on 30th

Dec,2013) <support@huawei.com>
Please note that the shown key validity is not necessarily correct

unless you restart the program.

==
A =

G ATd “—edit” edit AT A AAARAT

FE3 PATUI N AR .

quit

R

4.3 IGUFE
B DTS AR —BAE T . “C\Users\” =24 Tk, S5 eh
SEPREAE . PATIN R g S I6IER 4 .

gpg --verify "C:\Users\V100R001CO041.zip.asc"

ASRAE T 2048 1 key 2544, HHHRUITNE R .

gpg: Signature made Thu Jan 9 15:29:06 2014 CST using RSA key ID 27A74824

gpg: Good signature from "OpenPGP signature key for Huawei software (created on 30th
Dec,2013) <support@huawei.com>"I Hok AR 7 27A74824, FE HIR/R+ T
WARNING #7~ 15 BN, R4 ey R AT A R84

U S ] 4096 (1) OpenPGP key 2544, it 25l T35 2.
gpg: Signature made Mon Dec 30 12:16:07 2019 CST using RSA key ID 6ADE4A56

gpg: Good signature from "OpenPGP signature key for Huawei software (created on 15th
Jun,2019) <support@huawei.com>"H: #1443 6ADE4AS6, I HAE~H T
WARNING #7- 15 B, R IR 44 AR R AT A 884
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OpenPGP
A WIE YR 4 Gpg4Wwin (Windows)

=
A =

o FINMAAESNERELIEM AN, AR LA A RAE L RARH PASS I, ik
AT RZE, W RBIELR G 4£ WARNING & FAIL, MATRiERBY, AAEZEAYE,
WA A 41 P AT NE k.

o GrA 4T “—verify” verify AT A ANEAL,

& 4-1 ERWIELERFERMG)
WIEEERE | MRS KHELER | TR
=3

R

B 42 06 gpg: Signature made Thu Jan 9 15:29:06 2014 PASS -
i, WHR CST using RSA key ID 27A74824
=1

i gpg: Good signature from "OpenPGP signature key
for Huawei software (created on 30th Dec,2013)
<support@huawei.com>"

s usiE g | gpg: Signature made Thu Jan 9 15:29:06 2014 FAIL EHFHRHE
ik CST using RSA key ID 27A74824 B SCAFEE
IR AR

gpg: BAD signature from "OpenPGP signature key

for Huawei software (created on 30th Dec,2013) A
<support@huawei.com>"
AR ANH gpg: Signature made Thu Jan 9 15:20:01 2014 FAIL B EA
CST using RSA key ID 27A74824 £, e 3k
AT

gpg: Can't check signature: public key not found

B A I8 IF gpg: Signature made Thu Jan 9 15:29:06 2014 WARNIN | #i\ KeyID

o, [HEA CST using RSA key ID 27A74824 G N 27A74824
. - ot
HEE#H | gpg: Good signature from "OpenPGP signature key }E% {ﬁ“éﬁ
BNTELE for Huawei software (created on 30th Dec,2013) A Eﬁﬁjﬂ
1T <support@huawei.com>" E”‘a’ W
IS UEAEH

gpg: WARNING: This key is not certified with a
trusted signature!

apg: There is no indication that the
signature belongs to the owner.

Primary key fingerprint: B100 0AC3 8C41 525A
19BD CO087 99AD 81DF 27A7 4824

FRAS B0 b gpg: no signed data FAIL P NHHE
RIE S A gpg: can't hash datafile: No data ﬁi{i{tﬁi%‘
IR i
mPN
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OpenPGP
ZE A WETR

4 Gpg4Win (Windows)

KiEsERY | WHER ) WIEER | AEEEW
=
24 2 3 gpg: Signature made 04/24/13 10:50:29 CST using | FAIL TEE T
RSA key ID 133B64E5 B0 B AR
gpg: Expired signature from " OpenPGP signature Iﬁi%%ﬁ%
test key <support@huawei.com>" }%’M””% H
gpg: Signature expired 04/25/13 10:50:29 CST
B A U IF i gpg: Signature made 06/13/13 11:14:49 CST using | WARNIN | T#i&#H A
i, {H&E4 | RSAkey ID 133B64E5 G LR T
O WSS | gpg: Good signature from " OpenPGP signature iﬁ@gg
test key <support@huawei.com>" e
_ _ N
gpg: WARNING: This key has been revoked by its A
owner!
apg: This could mean that the signature
is forged.
gpg: reason for revocation: Key is no longer used
gpg: revocation comment:
PSARA | WARNIN | F#HbRL
B0 L 25 G 0 I fr 2%
3 ocftold
BR 7 b %
EPN

SRR A 04 (2020-02-29)
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OpenPGP
A WIE YR 5 PGP Verify (Windows&Linux)

PGPVerify (Windows&Linux)

N T W5 A A A R R 2% JiR DR A A i iR AT HE I BN SE B i S
PRI R, SRRV AT R, 20 A R e B AT IR, R 1 AR
BAF A e

= —
51 B=ER

®  PGPVerify f& —#E N EWH PGP 36E T &, i217#45°A Windows 7, Windows
Server 2008, Windows 8, LA Windows 10.

o  HMFRSEAIR X NI —HRT, — N B MRS
P, AL ST R 7 il 5 0 L PR SR AR R RAS R B Ao

o A MMESE “asc”, WAL T ARARACALATAE, BI04 FR
& “V100R001CO04.zip” B, XIS LA “V100R001C04.zip.asc”s

5.2 Bl Y

5.2.1 PGP {5 Z Uk T B 3K
PGP faj Z 36 T E T FE %3, nfHEEELT, @I =M.

Support &bt
TEME T

http://support.huawei.com/carrier/digitalSignatureAction

FTIFMIEEJE, ARER s N SO . AR 2R, 5y “English”, D)4l
SCUUE CRROCTTIR BSOSO TR, ST R BEOE OO T80, Wil 5-1 .
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OpenPGP
A WIE YR 5 PGP Verify (Windows&Linux)

[E5-1 Support &bt 53 HE
& Huawe : [] ¢

RAAw ~rs | B B ES 3] £Fvh

BrssvaEnad

L2 wanm LA

BRI BT

ST Hili TN %, TE “OpenPGP Z 4 IiEHRR ” R0, FHARIE.
B2 GRS IE U “VerificationTools.zip” o
HE 3 TR G S0 “VerificationTools” , A] LTS E] PGPVerify 6iE T. H.
-y
Support-E T &t
TR
http://support.huawei.com/enterprise/en/tool/software-digital-signature-validation-
tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054
FITFWE 5, ATRE R s AP SO . WR R B EIR, E R B ARk R,
EFEFEC LAY SO (RSO AR h SO T, SRS T R AR OO T
z—léji)y ﬁu@ 5'2 Fﬁi“:
[&]5-2 Supprot-E TEHbiETIE
e HUAWE!I =
' p Veri
o
=~ A
EMSURD WMECeLE  QNESH | EOAM
SR RRAS 04 (2020-02-29) EREAMREELS REUTA © 32

HRBARA IR ]


http://support.huawei.com/enterprise/en/tool/software-digital-signature-validation-tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054
http://support.huawei.com/enterprise/en/tool/software-digital-signature-validation-tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054

OpenPGP
A WIE YR 5 PGP Verify (Windows&Linux)

BRI BT

BT R FIRPRA S, BEASC T BT
$IE D kM “VerificationTools.zip” , Hidi F#L;
B3 RS TEREAE, FETFMEE RSO “VerificationTools” , 7] A4S 3
PGPVerify 254 %iE T. &
R um AR E T E
MR
o i

http://app.huawei.com/tkb/#!tservice/common/base/digit.ntml?resourceld=146681
LI5S

http://app.huawei.com/tkb/#!tservice/common/base/digit.ntml?resourceld=146680
AR LB T

BT MIETE, EEATIPNRAE S Ml Chcihl R ook, bl T e
S =PB

T E PR AT I SO A U

[El5-3 LimAIREE Tt I

e

o &)
i
FR2 iy “TNE” . T E OpenPGP HSIEE TS
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OpenPGP

B4 B TR R 5 PGPVerify (Windows&Linux)

HOAMMR, (HRITHEEG, TUmHRES, R R 11 S 0 R U .
L3 fEE TS OpenPGP B iE 8/ R4, 152 PGPVerify 2450 1F T A .

s

5.2.2 ANEATHIREY

M Support 3REX
e  Support F# Mk
http://support.huawei.com/carrier/digitalSignatureAction

e  Support-E F#HidE

http://support.huawei.com/enterprise/zh/tool/software-digital-signature-validation-
tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054

o ZumRNiRPE T Ak

- R
http://app.huawei.com/tkb/#!tservice/common/base/digit.ntml?resourceld=146680

-
http://app.huawei.com/tkb/#!tservice/common/base/digit.html?resourceld=146681

(11 s3em
ABRIETBEENALIHITOAEA-ANIMFE, BLTERBELRET; AL LA KEYS.X”
“KEYS4096.txt "
M2 EARR 5525 3R BY

S Ui ARG A HE. https://zZimmermann.mayfirst.org
FHIf g R 5-4 PR

E5-4 NEARRSSERMIETTE

Mot secure | zimmermann. mayfrst.org

You can find a key by typing in some words that appear in the userid (name,
email, ete.) of the key you're looking for, or by typing in the keyid in hex format
("0x...")

—Search for a public key

Stnng I OpanPGP signature key for F
Show PGP Fingerprints {

Show SKS full-key hashes

Get regular index of matching keys

Get verbose index of matching keys .

Retrieve ascii-armored keys

Retrieve keys by full-key hash

>
Resaot | Searchfor akey |
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OpenPGP
B4 B TR R 5 PGPVerify (Windows&Linux)

£ String HIHE I\ “OpenPGP signature key for Huawei software”, 4R )5 sl “Search
forakey” HEANHER .

E5-5 NAMRSARIERER

Search results for 'software signature openpgp key huawei

Type bits/kevID cr. time exp time key expir

pub  4096R/6ADE4LSE Z019-06-15

uid CpenPGP signature key for Huawei software (created on 15th Jun,2019) <supportfhuawei.com>
sig sigd GADE4A56 2019-06-15 [=elfsig]

pub Z045R/27474524 Z013-12-30

uid JpenPGP signature key for Huawei software (created on 30th Dec,2013) <supportfhuawei.com>
sig sigd 27474824 2013-12-30 [=selfsigl

$EB2 R AASE LA ID “27A748427 , AIUEE EEIASEE, WK 5-6 BT
I~ CHTR AR N 4096, NSNS 1D S 6ADE4A56)

[El5-6 STENRER

Public Key Server -- Get "0x99ad81df27a74824 "

EEGIR FGP FURLIC KEY BLOCGK——
Vermion: XS L. 1.6
Compentt: Hostrame: zismermarn. msyfirst,org

MENSFLEP jsBCAC1QyX qecenl a3CvRoPHpS B Tr YeR0uf 57 17 el de 20 gQuAS] JILT S9b4G
R0 sLuline y¥ of VRV Hrpa) hagS Ty YPny/ 3Vt U2 72 VS Hr KnOTam 3z 2r IeuDd] zakKpgwthy
Rzaust DFWES wiiQaCEOG LN it FRYd jnt Y rufSKeCT 2y hE Y2/ T 11 Arl6 WP eb JQGoLEN; C
2081 1 VST xHrB 89 6Ypc R 2+ T aVE SeiQ8 16 2301 DofB gwrl 91 callin ToPx ZWYRut SURSS
HER L TVE £v4T 4t Boak 3 (E/ oF 76 IFPr INIF xS pRaqQ 34 24kS T0UF g 1/ SHUB ke vdMI 53 FAEED
AN OVUBWIWERR 1A ge 21 nbalF 0dXT 116t 1o SBab A1 ¢ SHAMA 2V T ENvInR SYRT 11Ch jeaVhaG Vi
IGSuITMwdGg gRGY JLDI Wi TpIDx zd¥Bwd 3T 00 1 YX d 1255 1o 2041 QE SBEMBAZ ARG SwT4T
AheDBgeJCADAGYWC ALIC g2 IF g TRAR Bhe AR &S TE Tt g B3rp OgkOGQ IA LT KAFL M v] e 158
IRk THe yGaql ch G oX 1uGHQGHp EA0KRP INBg &5 INFunOwcOO VqBArX £0 LLQpBSWL a5 cTCHEL
+PqZikedud. I Thow/G/GHIH T) IHNaaT 1k al Cz 848 csQOUnFVEZDTRBAF 9a9Md2 1 dT s gzEah
ypozdI M eaddJc)TeYT5L/ DSWPES eJOQ 1 3 RQpxbInde gk 12U 14DC28+1 12 3031 +¥r
Y¥C4g 1gMeRWEY 1S Ival togpKT ebREVEarJ KDTRal kY kCabS AlqyS Oy S2uBRE SVl xw3To
01 ¥ QM TL BRI LF R TAO VRS B yy TA=

=0z17

-——END PGP PUELIC XEY BLOGK——

B3 B APUE BRI NESTRSA, RPN “KEYStxt” SO G AR 4096, IR
171 “KEYS4096.txt” () &

53 EiEE

BN IR G AP RAE R — A2 T o fln, “C\PGP\” 22544 AT ITE HIBR AL,
“C\” REAERERAE, FIHLIHERE A s B “C\” HX T .
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OpenPGP

B4 B TR R 5 PGPVerify (Windows&Linux)

5.3.1 i@ A E#RIEIE

S 1 X PGPVerify.exe f2/7, JAZhAE T E, Wk 5-7 .

[&]5-7 PGP fE5IiET R

¢ PGPVerify

=)

Fublic Key

Signature Files

Select Public Key

Signed File Results Signature File Path

’ Single Verify ]

’Mulh’ple VeriFy]

Status

Running status: Mo Run.

P2 NEAHA.
Fudy “Select Public Key” #£#% 5.2.2 &5 N4 KEYS.txt XX {F.
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OpenPGP

A WIE YR 5 PGP Verify (Windows&Linux)

[&]5-8 PGP faj S uE T B hnE/A4A

#¢ PGPVerify = = =
Public Key
C:\W=sersthwx490755' \Desktoplsign \KEYS. bt Select Public Key
Signature Files
Signed File Results Signature File Path

[ Single Verify ] [Multiple \«'erify]

Status

Running status: Mo Run.

FRBZIHEFEI OpenPGP BHIKEA 4096, A4 EEFE KEYS4096.txt,

R AT AN AR 50 TR, A RAEANL B T AR, &H&fE— kA
IR RZEISEmpIES
PR3 R
o IUFERANSE
B3 “Single Verify” ##%.asc 25 4 5 AF S0
o ISUEH AT
By “Multiple Verify” #%&# “C:\PGP\” H3t, IiE4s R UK 5-9 Fis.

SRR A 04 (2020-02-29) HRNEBMREER RBUTE ©
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OpenPGP

B4 B TR R 5 PGPVerify (Windows&Linux)
. N N
[El5-9 PGP f&H3IE T RITIELER
#¢ PGPVerify =5 ol =<
Public Key
Cr\Usersthwi450755\Desktoplsign KEYS. bt
Signature Files
Signed File Results Signature File Path
KEYS. twt [WARN]:Can't find signature ... Ci\Usersthwx490755'Deskto. ..
PGP Verify.exe [FAIL]: Invalid signature. PGP Verify.exe.asc Ci\Usersthwx490755'Deskto. ..
Single Verify ] [ Multiple Verify J
Status
Running status: Operations completed.
.-
1B >
T]4 SR

o  MIGIFZH N, 4k H[Results]F2bric N[WARN]EF, A4 K4S 2 5K
TEBHATIGAL

o MIGIFSH N, 4 HI[Results]AAARIC N[FAILI, 2881254 IF e o

o MISURZH NS, 14k H[Results]F2bric N[PASS]IHY, 2 HHZE 44 M H +5 & AHH
HEE .

o CHIGIES H NZk, JH H[Results]¥]H &< Public key fingerprint 2y B100OAC3
8C41525A 19BDC087 99AD81DF 27A74824 I, |3 BH 2 4 S0t ek
OpenPGP HK B 2048 Mk A 254, BN LA E .

o IR H NERt, Jf H[Results]slH 27 Public key fingerprint 4y E128 5E9D
7E7F ODB0O A659 48AF FAAA 7A2E 6ADE 4A56 I, I3 B 25 4 stk A teh
OpenPGP Z 4K &N 4096 Al Kk A R4, M2 A A5

A S

EMMARGEENEEELRIEN A, RASPTA LA RIEL BARAZE,
[Results] 7| #4772 % [PASS], # E Public key fingerprint 35 % B1000AC3 8C41525A
19BDC087 99AD81DF 27A74824 (OpenPGP % 41k & # 4096 B+, %
E1285E9D7E7FODB0AG5948AFFAAATA2EGADESASG) B, 7 A8 & BASLIR A K 4 A &
WA AR AR, TN EH T R4,

e
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OpenPGP

A RAIETE P

5 PGPVerify (Windows&Linux)

5.3.2 i@id

WS ITIEIE (Windows)

B AT IR G A AR R — A2 T o flan, “C\PGP\” 22544 AT ITE HIBR A,
“C\” REBAMWERE, KIS B sE “C\” HxT.

BIE SO

o IUEFAN M

BN ATE D, PATW R Ay S RHES 4 Casc SREUTEES S “ifaikilasc 3L
7.

"C:\PGPVerify.exe" -k "C:\KEYS.txt" -f "C:\PGP\Tecal CH224.zip.asc"

CAKEYS.txt SCH N A (B2 24 B L) OpenPGP % 4HK 5K 4096, A8 U
1% KEYS4096.txt), C:\PGP \Tecal CH224.zip.asc N4 1.

OpenPGP Z4K N 2048 Itf, 5t SonSln 15 8

[PASS] :Good Signature. File path: C:\PGP\Tecal CH224.zip.asc, Public key
fingerprint: B100OAC3 8C41525A 19BDC087 99AD81DF 27A74824
[INFO]: Verify Complete.

4 OpenPGP # K 4096 B, B R Bl ~1E &

[PASS] :Good Signature. File path: C:\PGP\Tecal CH224.zip.asc, Public key
fingerprint: E1285E9D 7E7FODBO A65948AF FAAATA2E 6ADE4A56
[INFO]: Verify Complete.

o ISR H RN SCAF
BEANATATE H, PATHN a2 IRIERE 4

"C:\PGPVerify.exe" -k "C:\KEYS.txt" -d "C:\PGP"

C\KEYS.txt NAH CGEZLARIEREM OpenPGP #EAKE N 4096, AH U F1EE
& KEYS4096.txt), C:\PGP AfFIGAE LA AT 7E H 5%

s Ton RN T 5 B

:Filter file in directory, please wait...
:Can't find signature file, signed file position: C:\PGP\Tecal CH221.zip.
:Can't find signed file, signature file position: C:\PGP\Tecal CH222.zip.asc.
:Invalid Signature. File path: C:\PGP\Tecal CH223.zip.

PASS] :Good Signature. File path: C:\PGP\Tecal CH224.zip, Public key fingerprint:
B100OAC3 8C41525A 19BDC087 99AD81DF 27A74824

[INFO]: Verify Complete.

e AR TE STENN

o HIGIFZ HARC N[WARNIEF, R4 H 44 R4 i J5 IR TE b A T AL
o MIGIFS HARC N[FAILIN, AL H 24 00 W .
o MISURSk HARC N[PASSIHY, KBHIS HE X H 18 € AR IE @,
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OpenPGP
ZE A WETR

5 PGPVerify (Windows&Linux)

o YIS HARICN[PASS], J HIGHIESE ) Public key fingerprint 4 BLOOOAC3
8C41525A 19BDC087 99AD81DF 27A74824 IFf, U B 45 44 S0 E oty
OpenPGP K Iy 2048 MK A REE4, NI L AT .

o HISIEZ HARICN[PASS], J HIGHIESS F 1) Public key fingerprint 4y E128 5E9D
7E7F 0DBO0 A659 48AF FAAA 7A2E 6ADE 4A56 I}, I3 IH I 42 U/ AN
OpenPGP HHHK 4 4096 MK A %44, B4 A {E

e
A =

EANMAGESANE BB LIRS AR, RA Y AR LA IR 4R 4RI 4 [PASS],
F E_ Public key fingerprint 3% % B1000AC3 8C41525A 19BDC087 99AD81DF 27A74824
(OpenPGP E4AK A 4096 B, #
E1285E9D7E7FODBOAG5948AFFAAATA2EGADEA4ASG) B, 7 At & BASLRR A K 4 H &
O RAR, B NFEH T A6,

5.3.3 Bid ST uE (Linux)

BRSNS AR, B “lusrl” BB SCHEATEREEAE, TE BB SERR
i, THEMAICHRHE R EE T EXE, THEMAPICF AL “usrl” #
(N

B e AF
o IRUERAICAF
AT LA i & PLISIE BN STAF R 2544 -

/PGPVerify -k KEYS.txt -f scw.cab.asc

Hrt KEYS.txt N AH M CEZEARTERE OpenPGP 57K N 4096, AFHCF1E
1%E$¢ KEYS4096.txt), scw.cab.asc NZ4 3044

OpenPGP 41K E 0y 2048 Itf, R4 B lin M E B

[PASS] :Good Signature. File path: scw.cab.asc, Public key fingerprint: 97399A82
CD5D7160 13D181FC 0D7AC54D F0B00048.
[INFO]: Verify Complete.

47 OpenPGP Z4KFE N 4096 I, % B2l MMz R

[PASS] :Good Signature. File path: scw.cab.asc, Public key fingerprint: E1285E9D
TE7TFODBO A65948AF FAAATA2E 6ADE4A56
[INFO]: Verify Complete.

o IGUEH N ITA A
ot “openpgp” NFTAT A4 ST US4, AT BL T A4
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OpenPGP
A WIE YR 5 PGP Verify (Windows&Linux)

/PGPVerify -k KEYS.txt -d openpgp

Hr KEYS.txt A A 2 AR LR OpenPGP Z5HK N 4096, AFHCAF1E
155?% KEYS4096.txt), scw.cab.asc 6 E ST E H 3% .

G SN VY I EPSY

[INFO] :Filter file in directory, please wait...

[PASS] :Good Signature. File path: openpgp/plugins-cloudtask-C0l.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/twain.dll.asc, Public key fingerprint:
FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/buildcloud-proxy.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/buildcloud pvmtrans.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/plugins-cicloud-CO0l.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/ConfigCenter.war.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/watcher-wrapper.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/watcher.zip.asc, Public key fingerprint:
FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/rpm.war.asc, Public key fingerprint:
FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/buildcloud-rpm.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[INFO]: Verify Complete.

it AP STINN

o MISIESL HARC N[WARNIEF, ZRIH A H 244 R S5 R Gy b A T 8 E
o MIGIFS HARIC N[FAILIN, A% H 24 000 I
o YIGIESk HARICN[PASSIRS, FBHA B LM TR AHK IR

o YIOIESk HARICN[PASS], IGUESS 1 Public key fingerprint 2 BLOOOAC3
8C41525A 19BDC087 99AD81DF 27A74824 I, T2 WA A5 4 S {1 AN
OpenPGP #HK L 2048 MK A %4, B4 ATE

o YIRUES% HARICN[PASS], BeiE4h R i Public key fingerprint 24 E128 5E9D
7E7F 0DBO0 A659 48AF FAAA 7A2E 6ADE 4A56 I, I3 B 2544 S0 Ryt Ny
OpenPGP #HK 2 4096 Ml K A %4, B4 A {E
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OpenPGP
A WIE YR 5 PGP Verify (Windows&Linux)

=
A =

EMNRAGEEZANEBE LB LA, PR S PTA A6 i A7 ARIT 4 [PASS],

F B Public key fingerprint 34 % B1000AC3 8C41525A 19BDC087 99AD81DF 27A74824
(OpenPGP %4AK & 4 4096 B, A
E1285E9D7E7FODB0OAG5948AFFAAATA2EGADE4AS6) B, 7 At & BA L ig A R 4£ ) &
o 6B, T N E E AR IR A6,

4o F K — P IE 45 F th B “Permission denied”4%i%, 54E ] chmod 4 44 38 iE 42 505
Aa ¥ P47 &P “chmod u+x PGP Verify”

R
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OpenPGP
ZE A WETR 6 FAQ

FAQ

6.1 PGPVerify ¥t T B Hin=

PGPVerify 56k T H A&y 2 =] BT 5 40 UE TR, AXPRT— 4 TREIMET X e AR A (0 e 3 1k
F LI, ASCRHEA AT HAER RS dh kA 5h, 2T PGPVerify (f5E 7, % THRABA - Hil
FH P X 28 0 - 4508

6.2 PGPVerify SRl &EF R A S

e UIKEAT GEAT Windows®):
1. A S EEPRER:, 32 S About SEHL:
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OpenPGP

B4 B TR R 6 FAQ
[ $e pGPVerity —r=
WEE(R)
Public KE‘;' EH'(M]
FMS) Select Public Key
- =MEIN)
Signature Files o SRk
x  FEC Alt+F4
Signed File Re re File Path
Set log
About
| ingle Verify | [Multiple Verify |
Status
Running status: Mo Run.

2. THEUK:

! —
About PGPVerify ()

U PGP Verify

“ PGPVerify, Version: V100R001C00SPC310.

Copyright © Huawei Technologies Co., Ltd.
2014-2017. All rights reserved.

This product includes software developed by the

OpenSSL Project for use in the OpenSSL Toolkit
(http: //www.openssl.org/)

o WATHRT GEH Windows®F Linux):

SCRYRRAS 04 (2020-02-29)
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OpenPGP
254 AR R 6 FAQ

1. HAGAAT:

2. Ll Windows console A1, Exg5HR T (BL V100R001CO0SPC310 Afi):

AT RN R A S
fEH powershell FEXVRAS K777 (fGEHF Windows®):
1. HNTAAT:

FE: WO V100 2 EE R, KR SEEES, FrAnT PR 3RO T
2. WoRgERnR (LA V100R001C00SPC310 Jyffi):

6.3 an{a 3k BX.asc 3L

LA support i, FEHSG A, Wi 6-1 Fios:
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OpenPGP
ZE A WETR 6 FAQ

[El6-1 Support T&f.asc 3

PUHUAWE!I Gumm Sims S3TRA~SLES  Hrw
L]
e
t ot ] v O
s 2L e
5 Poaces €
=y " rn
e 3m — -
el wuTa awr
AN oy
arzule o A
=
-
wn "
RIS n. » 1 3
afv]

FEBAEFIR T, I T ARSI e BB SO LAY SR S B 241, RIS
PAFS 30 BEF) asc 2544 A

6.4 ANMIFREN AN SIS IE T B

e  Support F#kihhl
http://support.huawei.com/carrier/digitalSignatureAction

ML E, ATRES R A . WRFRER SRR, E8E “English”, Yl
FRIESC T, Wi 6-2 Fiaso

fift I T EJE ) “OpenPGP 254 Bk i g 7 I4ut, 3R “KEYS.ixt”
5 “KEYS4096.txt” [ SCLRRI A ABISCHF. 4FRA “ VerificationTools.zip” 44
A, EAN AR AR T R, 5 1532) PGPVerify Bk T A..

[£l6-2 Support &ttt 5T mE

e Huawe , o)

RAAw ~rs | B ES 3] £+vh

BrssvaEnad

u® waum LA

e  Support-E F#EHuik

http://support.huawei.com/enterprise/zh/tool/software-digital-signature-validation-
tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054
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OpenPGP
ZE A WETR 6 FAQ

FIHMEGJE, ATRER R A SO . R T EISCRIR, R A EA R ek E
b, EFETEC LAY S U, Wi 6-3 BT o

B AT, S EISCH NI . U “KEYS.axt” B
“KEYS4096.txt” [ SCAERIN A . ZFRA “VerificationTools.zip” A4 5
WETE, #5553 PGPVerify 36iF T. K.

[%l6-3 Support-E &t 5imE

e HuawEl =
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“W\2\D:\testfile.txt”
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PGPVerify.exe -k D:\KEYS.txt -f D:\testfile.txt
BEUE

PGPVerify.exe -k \\?\D:\KEYS.txt -f \\?\D:\testfile.txt
o RUIBRAENMLERSE, WFFIR:
“W\10.172.12.12\sharedir\testfile.txt”

I A2 5 A ITW\UNC\RT 25 «
“WAUNC\10.172.12.12\sharedir\testfile.txt”
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PGPVerify -k \\10.172.12.12\sharedir\KEYS.txt -f
\\10.172.12.12\sharedir\testfile. txt
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